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Purpose: to discuss the changes in the scientific and technical field, and
examine their impact on military art.

Method: comparative analysis, and synthesis.

Findings: Today's military and political realities require the Armed Forces to
be ready for wars that may occur at any time, including in the
future, in order to ensure the country's national security.
Because, as in the past, the struggle for natural resources,
competition between states, aspirations for hegemony, as well as
ideological differences and security concerns, which lead to
military conflicts, will continue in the future. At the same time,
the great progress achieved and expected in the field of
technology will significantly change the traditional forms and
methods of fighting. The study and skillful application of these
forms and methods in the Armed Forces will be one of the main
conditions for success in future wars. Scientific and technical
progress affects all areas of human activity without exception,
and has a noticeable effect on the development of methods and
forms of war. In the future, the content and typology of military
operations, strategy and tactics, forms and methods of
application of armed forces will be formed under the influence of
scientific and technical progress, mainly in the fields of artificial
intelligence, biotechnology, and nanotechnology. For this reason,
in order to study the nature of future wars, to predict the
methods and forms of military operations, the article considers
the causes of wars, discusses the changes in the scientific and
technical field, and examines their impact on military art.

Theoretical implications: The paper enhances our understanding of
significant transformations due to advancements in
technology, changes in geopolitical dynamics, and evolving
societal expectations, against the backdrop of the extensive
use of autonomous systems, including drones, unmanned
vehicles, and Al-powered decision-making tools.

Practical implications: The paper contibutes to the development of
military strategies and operational plans, which consider how
technological, social, and geopolitical changes will concretely
affect the future warfare.

Value: The study offers significant value in understanding and predicting
the nature and character of future warfare and provides
multiple lenses through which to analyze the war and devise
strategies in line with emerging security threats.

Paper type: theoretical.

Merta: 06roBop1TH 3MiHW B HAYKOBO-TEXHIUHIN cdepi, JocnianTy ix Bnavs Ha
BiliCbKOBE MUCTELTBO.

MerToga AocnigMeHHA: NOPIBHANBHWIM aHaNi3, CUHTES.

Pe3ynbTatM pocnipgeHHA: BilicbKoBO-NoNiTMYHi  peanii  cborogeHHs
BMMaratoTb Big 36poitHux Cun 6yTW rotoBUMM OO BOEH, AKI
MOXYTb BUHUKHYTM B Oyab-AKWIA 4Yac, y Tomy umcni W vy
MalbyTHbOMY, 3ag/1a 3abe3neyeHHs HauioHanbHOI 6e3nekn
KpaiHn. Tomy Wo, fAK i B MWUHynoMy, 6opoTbba 3a MpupoaHi
pecypcy, KOHKYpeHLia MK AeprKaBamu, NparHeHHs [0
rereMoHii, a TaKOX i4eonoriyHi po3bixkHoOCTi Ta npobnemu
6e3nekn, AKi  NPU3BOAATL [0  BIiACbKOBMX  KOHOAIKTIB,
TPUBaTUMYTbL i B MaibyTHboMy. BogHouac Benvkuii nporpec,
[OCATHYTUI | OYiKyBaHWI Yy ranysi TEXHiKW, CYTTEBO 3MiHWTb
TpaguuiriHi dopmu Ta metoam 60poTbbu. BuBYEHHs i BMine
3actocyBaHHA umx dopm i metoais y 36poiHux Cunax byae
OAHIEO 3 FONIOBHMX YMOB YCriXy B MailbyTHiX BiliHax. Haykoso-
TEXHIYHMI Nporpec 3adinae Bci 6e3 BUMHATKY chepun NtoacbKol
AIANBHOCTI, NMOMITHO BM/IMBAE Ha PO3BUTOK MeToAiB i popm
BEAEHHA BilHW. Y MalbyTHbOMY 3MICT i TMNOAOTIA BiiCbKOBMX
4ii, cTpaterin i TakTMKa, GopmMM i MeToaM 3acToCyBaHHs
36poiHux cun Byaytb dopmyBaTUCA nig, BMAMBOM HayKOBO-
TeXHIYHOro Mporpecy, roIOBHUM YMHOM Y cdepax LUTY4HOro
iHTeNeKTy, 6ioTexHoMOor | HaHoTexHonorin. Tomy 3 MeTo
BUBYEHHSA XapaKTepy MaibyTHiX BOEH, NPOrHO3yBaHHA METOAB i
dopm BINCbKOBUX Aji1 y CTaTTi PO3rNAAAIOTLCA MPUYUHU BOEH,
06roBOpPHOOTHCA 3MiHU B HAYKOBO-TEXHIYHIN cdepi Ta iX BNAMB Ha
BiliCbKOBE MUCTELTBO.

TeopeTHUYHa LHHICTb AOCNIAMKEHHA: CTaTTA NOKpPaLLy€e Halle po3yMiHHA
3HQYHUX  TpaHchOpMaLLiii,  CMPUYMHEHUX  MpPOrpecom Yy
TEXHOOriAX, 3MiHAMW reonoNITUYHOI AMHAMIKM Ta EBOIOLIED
CYCMiNbHMX O4iKyBaHb Ha TAi  LUMPOKOTO  BMKOPWUCTAHHA
aBTOHOMHMX ~ CUCTEM, 30KpemMa  [ApoHiB,  6e3ninoTHuUX
TPaHCNOPTHMX 3acobiB Ta CUCTEM NPUAHATTA PillleHb Ha OCHOBI
LUTYYHOTO IHTENEKTY. BUTOTOB/IEHHA IHCTPYMEHTIB.

MpaKTUUYHA LiHHICTb AOCNIAXKEHHA: CTaTTA crpuse po3pobuy BiCbKOBMX

cTpaTerii Ta OMepaTMBHWUX NAaHiB, AKi PO3rNAAAloTb, AK

TEXHO/IOTIYHI, COLia/ibHi Ta TreonoAiTUYHI 3MiHU KOHKPETHO

BM/IMHYTb HA MaBYTHIO BiliHy.

LOCNIAXKEHHA NPOMOHYE 3HAYHY LIHHICTb Y PO3YMiHHI Ta

NPOrHO3yBaHHI MPUPOAM Ta XapaKTepy MabyTHbOI BilHW, a

TAKOXK HaZQAE€ Pi3Hi NO3uLi, Yepes AKi MOXKHA aHani3yBaTu BiliHy

Ta po3pobnATK cTpaTerii BignoBiaHO [0 HOBWX 3arpo3 6e3ned;.

Tun cTaTTi: TEOPETUYHMIA.

LLiHHicTb:

Key words: war, politics, peace, conflict, contradiction, strategy, hybrid.

Kntouosi cnoea: BiiiHa, NONITUKA, MUP, KOHOAIKT, NPOTUpiYYA, cTpaTeris,
ribpua.
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Introduction

The first record of war dates back to about 5,000 years ago and remains a part of human history to
this day. Historical events show that no generation and country is immune from the threat of war,
and this threat remains one of the most urgent problems in the world. In general, war is a negative
phenomenon that disturbs people's peace, lowers the standard of living and causes radical changes
in society. Because wars mean fighting, arms, death, suffering and destruction. However, it is noted
by some researchers that wars play a positive role in the development of the country. Thus, wars
accelerate the development of new technologies, stimulate economic growth and the creation of
new jobs. For example, after World War Il, the number of both women and foreign nationals
working in heavy industry increased significantly. War unites a country’s citizens against a common
enemy, leading to national self-awareness and awakening. In addition, the armed forces gain some
combat experience in military operations. However, the negative aspects of war, the damage it
causes to countries are more and therefore undesirable.

Although wars are undesirable in the modern world, the use of military power still plays an
important role in resolving conflicts in the system of international relations. Despite the norms of
international law, some states do not hesitate to use force against the territorial integrity and
political independence of another state, citing various excuses. In our opinion, this trend will
continue in the future. Thus, the country’s existence as an independent entity in the present and
future world, its ability to protect its territorial integrity and interests from possible threats largely
depends on its readiness for armed conflicts. This in turn requires the analysis of both past and
current wars and the prediction of the forms and methods of future military operations.

In the analysis and forecasting of wars, it is important to study the experience of developed
countries, their successes in military operations, as well as the reasons for their failures. However,
the imitation of past experiences without deep analysis results in repetition of the same mistakes
or failures. In many cases, the states give preference to the number of personnel, weapons and
equipment, and do not pay enough attention to the introduction of new methods and forms of
warfare. In the Second World War, France, despite being strong in terms of weapons and
technology, was defeated by Germany in a short time because technical innovations were not taken
into account in France’s military doctrines and it remained attached to the combat forms, methods
and rules of the First World War (Beverelli, 2020). A similar mistake was made by the political and
military leadership of Armenia during the 44-day Second Karabakh war. There is a number of papers
dedicated to the Second Karabakh war and present it as a generation war (Guner, et al., 2022;
Iskandarov & Gawliczek, 2021a; Iskandarov & Gawliczek, 2021b; Iskandarov & Gawliczek, 2020c;
Iskandarov et al., 2022). For this reason, we believe that the development of forms and methods of
war is closely related to scientific and technical progress. Along with the adoption of new weapons
and equipment, it is important to study their effective application. If the methods and forms of
effective application of new weapons and equipment are not worked out, it is of course difficult or
even impossible to achieve great results.

As mentioned, the development of science and technology greatly affects the planning and
waging wars. For example, firearms such as cannons, rifles, pistols, and machine guns, created as a
result of the invention of gunpowder, revolutionized military affairs and significantly changed the
methods and forms of warfare (Walsh, 2023). Similarly, trains, tanks, airplanes, and new types of
ships emerged due to the invention of steam engines and internal combustion engines, significantly
increased the speed and depth of warfare, as well as expanded its scope. The development of
nuclear physics giving impetus to the creation of nuclear energy revealed new laws and principles
of war and consequently led to the discovery of nuclear weapons, which had a great destructive
force. Fuzzy logic theory has encouraged the development of artificial intelligence capable of making
decisions in complex and messy environments, as well as conducting various operations without
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human intervention. As a result, semi-autonomous controlled weapon systems were created. In this
direction, ongoing researches and tests show that autonomously controlled weapons and
equipment will be used in battles in the near future. According to several military analysts, future
conflicts will usually not have a front and rear, and the defending side may occasionally launch an
attack ahead of the aggressor. Is there truly going to be an aggressor? Ultimately, the challenging
encounters of the future will take place in new settings. In addition, armies will fight opponents who
are members of unidentified alliances. Strange wars also occur where there are unknown foes.
These include confrontations in diplomacy, internal civil conflicts, behavioral, informational,
financial, economic, and technological battles, in addition to armed engagements on conventional
battlefields (Brychkov et al., 2019).

There is a number of studies dedicated to the nature and character of future warfare. For
instance, Brychkov et al. (2019) predict certain features of upcoming wars and armed conflicts based
on their examination of the military-political environment globally, the US National Security
Strategy, and US military planning documents. According to the authors, asymmetric and indirect
activities are becoming more common, armed conflicts are moving into cities and other inhabited
areas, and irregular formations are being used more widely. The US officer Amos C. Fox presents
the principles for the future of warfare and their roles in the changing landscape (Fox, 2024). The
author suggests that army concepts and doctrine need to change as we go from a human-centric to
a potentially artificial intelligence-dominated future of warfare that will feature human-machine
integrated formations and a myriad of autonomous systems. Therefore, the cooperation among
concept developers, doctrine developers, science and technology specialists, and force designers is
necessary to provide workable concepts and designs for future forces that incorporate the most
important elements of emerging technology while keeping in mind the ongoing difficulties of ground
combat. Following the war, which broke out between Russia and Ukraine in early 2022, Tim Sweijs
and Jeffrey H. Michaels (2024) have provided the first thorough update and revision of theories
regarding the future of warfare. The authors argue that the war has radically changed our
understanding of the nature and character of war in the future, but also caution against
marginalising many other parallel trends, types of war, and ways of waging them. Mark A. Milley
and Eric Schmidt (2024) claim that even the most powerful Army of the World — the US Army is not
ready for future wars. Against the backdrop of evolving nature of warfare, Tughral Yamin (2021)
presents a radical approach and highlights the necessity of a break from the past and suggests that
national leaders and military commanders need to devise new concepts of defense policy that are
in line with the emerging threats. However, our study will focus more on the changes in the scientific
and technical field and their impact on military art and modern battlefield.

Results

Root causes of wars. Retrospective analysis

Analysis has shown that only eight percent of the current human history has been a period of peace
(Hedges, 2003). However, the reasons for the outbreak of war or armed conflict have been different
at various times. The situation in Ukraine has brought to light the basic distinctions between two
opposing parties, namely Russian and Western conceptions of Euro-Atlantic security, especially with
regard to the post-Cold War Euro-Atlantic security framework (Sadiyev & Iskandarov, 2018). Even
some scholars suggest that a New Great Game had already begun between the parties. The
disintegration of the Soviet Union created a security and influence vacuum, opening up a large
amount of “new” territory to potential outside actors and providing the rationale for this New Great
Game. There are geographical variances and differences, thus it is important to use caution when
using the analogy universally. In addition to troops, European explorers also played a significant role
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in the original Great Game, which aimed to conquer and dominate uncharted area. Process was
motivated not only by military conquest and territorial expansion but also by a strong desire to
establish new trade and markets. Thus, commercial penetration in addition to diplomatic
maneuvering. In the New Great Game, trade serves as a tool for both economic reward and
coercion, and aid is disguising itself as investment and a way to influence regional politics. In the
ancient Great Game, two opposing forces with a parallel but non-contiguous boundary grew closer
to one another across an area that was regarded as no-man's land. In the “New Great Game”, Russia
aims to keep a buffer zone by continuing to exert influence over Western nations. These
observations shed light on several important distinctions between the Old and New Great Games,
as well as the origins and strategies of the power struggle (Iskandarov & Gawliczek, 2020d). Russia
will pull out all the stops in order to exert its influence in its “near abroad” and reassert itself as a
dominant power. The only way for the countries (in Russia’s so-called “near abroad” is to strike the
right balance between the West and Russia, because the latter does not seem to want to give up its
political ambitions in the region. But cooperation with NATO has the utmost importance for all three
countries in its “near abroad” (Nasirov et al., 2017). Some researchers argue that war is caused by
economic, religious and political reasons. Others think that most wars in our time are fought for
ideological reasons. In general, the causes of wars are grouped under two approaches: traditional
and modern theories (Coccia, 2019). According to the traditional theory, the reason for the outbreak
of war is the disruption of the social and economic balance between different nations, states,
societies, as well as ethnic and religious groups. The conflict that occurs as a result of the violation
of the balance leads the states to use violence. Proponents of this theory believe that war is a
manifestation of violence inherent in human nature. According to Thomas Leviathan, a great
philosopher who lived in the 17™ century, people tend to use violence for the sake of their needs
and interests, as well as when those interests are threatened (Finucane, 2013). Since the state and
social groups are formed by people who have similar needs and interests in a certain area, they are
a means for realizing their wishes. For this reason, a state or a separate social group tends to use
violence against other states, political, religious, and ethnic elements, which it considers to be an
obstacle or a threat to the fulfillment of its needs or the realization of its interests. This violence
involves taking preventive and violent measures to meet growing needs or to protect interests. In
the future, it is predicted that the conflict of interests will continue for various reasons and there
will be new wars. According to Yakov Novikova, one of the representatives of the traditional theory,
in many cases, armed conflicts and wars between different ethnic, ideological and religious groups
continue and are repeated due to historical reasons that create a force of inertia in society (Coccia,
2019).

According to the modern approach, the reason for the emergence of war is the irrational
solution of conflicts between subjects (state, ethnic, religious groups, etc.). According to this
approach, conflicts have always existed, but sometimes decisions are made based on emotion or
instinct when there are rational ways to resolve them and achieve peace. For example, in Armenia,
which was defeated in the 44-day Patriotic War and whose army was destroyed, it is an irrational
and dangerous behavior to carry out revanchism actions after the war and to refuse to sign a peace
treaty with Azerbaijan. Because the opinions that the next time if the war breaks out between
Azerbaijan and Armenia, the latter will suffer a heavy defeat and will end its existence have been
repeatedly voiced by the leading military experts.

The successful anti-terrorist operations carried out by Azerbaijan in Karabakh after the war
are proof of this (Hasan et al., 2024). If Armenia acts rationally and signs a peace treaty with
Azerbaijan it will allow Erevan to join regional and international projects and get additional income.
For this reason, the actions of revanchism in Armenia are not understandable. Representatives of
the modern approach believe that geopolitical ambitions, the influence of chauvinist forces inside
the country, failure in negotiations and domestic politics, the desire to expand the sphere of
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influence of great powers are the main reasons for irrational thinking and modern wars (Matthew
& Massimo, 2009).

Both of the above reasons are directly related to the human factor, its nature, as well as the
result of its activity. In our opinion, the scientific and technical revolution expected in the future,
mainly as a result of artificial intelligence replacing humans in many fields, will cause inter-country
war or armed conflict without human will. For instance, it is a possible scenario in which artificial
intelligence integrated into the strategic defense systems of any country may mistakenly assess the
activities of another country as a real threat and make a decision to launch a pre-emptive strike.

Thus, the analysis of both traditional and modern approaches shows that the use of violence,
including military force, is no longer one of the main means of resolving conflicts in the international
world. In our opinion, in the future, there will be an increase in the number of wars on ethnic
grounds compared to economic and ideological ones. In his book “The Clash of Civilizations”, the
American sociologist and political scientist Samuel Phillips Huntington notes that, as long as there
are nations and groups belonging to different civilizations, conflicts in the world are inevitable, and
this, in turn, will lead to the emergence of new wars (Assumpc¢ao, 2020).

As mentioned, along with the evolution of the social structure in human history, the
characteristics of war are constantly changing. When we talk about the characteristics of the war,
we mainly understand its cause, course and termination. This trend is evolving depending on
domestic and foreign policy, system of social and international relations, new types of weapons and
equipment. As a result of development, new methods and forms of inter-state struggle, including
war, come to the fore.

Currently, the technological revolutions taking place in the field of bio, nano, material,
artificial intelligence and information, on the one hand, have caused significant positive changes to
human life and health, the quality of working conditions, and on the other hand, the uneven
distribution of opportunities between states and within the country and increased tensions resulted
in new armed conflicts and wars. New trends are observed in the conduct of armed conflicts in our
time. These trends are inextricably linked to the wide application of new weapons and techniques
based on artificial intelligence, information technologies in battles as an effect of rapid
development. In our opinion, the widespread use of these weapons and techniques will determine
the nature of future wars and significantly differentiate the forms and methods of warfare from the
previous ones.

The possible nature of future warfare

Warfare is “the mechanism, method, or modality of armed conflict against the enemy”.
While war hasn’t changed for thousands of years, warfare, specifically, the technology used to
conduct war, is constantly changing. It evolved from soldiers with broadswords and bows, to soldiers
on horseback with repeating rifles, to soldiers with machine guns, driving tanks, and calling in
airstrikes from drones. The current security environment is characterized by rapid changes,
unpredictable instability, and complexity. Wars in this modern age are no longer fought on
conventional battlefields but asymmetrically over the digital world, cyberspace, social media, etc.
Cyberspace is a vital component of the security environment and is essential to enhancing
operational capabilities. To put it briefly, cyber security has swiftly transformed from a technical
field to a strategic idea, and it is now an essential part of national and economic security policy
(Hasanov et al., 2019). This approach to solving “problems” will remain prevalent for the foreseeable
future. In addition, digitalization and technology will slowly penetrate all levels of society and private
life (Iskandarov & Gawliczek, 2020a). The world witnessed several confrontations in the last decade,
where different techniques were employed in pursuit of national objectives. However, these
techniques fell far short of physical conflict. This approach does not cross the threshold of war,
nevertheless the consequences are dire. The term “hybrid warfare” has dominated much of the
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discussions about modern and future warfare since the 2006 Lebanon war. It has been adopted by
senior military leaders and promoted as a basis for modern military strategies (Iskandarov &
Gawliczek, 2020b). Hybrid warfare theorizes changes in contemporary warfare and contains key
assumptions about 4t and 5™ generations of warfare. In those types of warfare economic, political
and social factors are used to break the opposing leadership. In this situation, military superiority
alone is not helpful and knowledge of local culture and history are essential. A key concept in these
types of warfare is the exploitation of emerging information technology, which allows non-state
military actors to undermine the states’ will by affecting the decision makers and the population
through the globalized and networked media. Thus, incorporating cultural, social, legal,
psychological and moral dimensions into the war makes the wider use of armed forces redundant
(Iskandarov & Gawliczek, 2020b).

According to Carl Von Clausewitz, the characteristics of war change depending on
circumstances and time like a chameleon (James, 2018). By characteristics, he meant the
paradoxical trinity of war: passion, creativity, and politics (Cole, 2020). Passion, as the primary
element of war, includes the reactions and hostile actions inherent in human nature, such as hatred,
malice, enmity, and violence. Creativity is related to the art of war, the activity of the army, mainly
the skills and abilities of commanders in the uncertain and confused environment of war, methods
and forms of battle. The third is the rational decisions taken by the government, which turns the
war into a tool of politics (Waldman, 2009). Changes in social and political life, cultures, as well as
scientific and technological progress give new forms to each of the three mentioned above. As a
result, new forms and methods of initiating, conducting and terminating the war appear. If the
changes in the social structure of the society, as well as in the systems of political and international
relations, mainly affect the first and third elements of the trinity, the scientific and technological
progress significantly changes the methods and forms of the battle related to the second element.

The methods and forms of war have always played a key role in achieving the goals of war.
The biggest factor on which these methods and forms have depended is weapons and equipment.
In the present era, this dependence remains the same. According to an action plan approved by
NATO, interoperability has three dimensions: technical (hardware and systems), procedural
(doctrine and procedures) and human (language, terminology and training) (Iskandarov &
Gawliczek, 2019). All three dimensions are inextricably linked to each other and it will remain all the
same as far as the future nature of warfare is concerned. If in previous wars the effect of
conventional weapons was measured only by the power of kinetic, chemical and thermal energy, in
the future it will be measured by the ability to hit targets with high accuracy and autonomous
operation. Based on the latest achievements of fundamental and applied sciences such as advanced
information and communication technologies, artificial intelligence, nanoparticle and particle
physics, these weapons will lead to radical changes in the methods and forms of battles.

In recent decades, great progress has been observed in the development of the production
of new materials, information, communication and biotechnology. This progress has led to the
production of new types of weapons, military and special equipment. In our era, the introduction of
high-precision weapons based on information, artificial intelligence and other advanced
technologies, their installation on unmanned aerial vehicles and other remotely controlled vehicles
has significantly changed the nature of battles. These changes brought innovations called
“revolution in military art”. “Revolution in military art” is related to the emergence of new
progressive ideas about the strategic, operational and tactical levels of war, the nature, goals,
possibilities and limits of the use of military force, as well as the methods and forms of the battle.
In fact, “revolution in military art” is not a new concept. As mentioned above, as military equipment
and weapons developed throughout history, the methods and forms of battle also gradually
changed. A so-called revolution occurs when the changes are significantly different from the
previous ones, when they give a great advantage and a decisive victory to the party who introduced
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them, and when there are important political and historical consequences. In the 21t century,
humanity approached the threshold of a new revolution comparable to the changes in military art
with the mass application of firearms in the 15"-17t" centuries. The types of traditional combat,
such as attack and defense, which have played a key role in achieving the goals of military operations
for many years and require direct contact with the enemy, are fading away.

In new circumstances, the superiority is achieved not by concentrating forces and means in
a decisive direction with the maneuver of the troops, but by precise and devastating blows from a
distance, without coming into close contact with the enemy. Modern warfare has shown that it is
possible to inflict heavy casualties on enemy forces, disable their equipment, and thereby debilitate
them without direct contact from a long distance. In addition, the rapid development of artificial
intelligence and high technologies and the significant expansion of their scope paves the way for
the creation of autonomously controlled weapon systems and special equipment with greater
capabilities in the future. Leading scientists predicting the development of techniques and
technologies and studying their impact on the course of wars believe that the appearance of battles
by the mid-21%t century will be shaped by the influence of new discoveries and inventions that will
occur in the following fields:

- High energy physics. High energy physics (also known as particle physics) is the branch of
physics that studies the nature of the particles that make up matter and radiation (Fernow, 2022).
High energy physics is one of the fastest growing research fields in the world and occupies an
important place in the scientific research of leading countries. We believe that as a result of
technological development in this field, weapons based on the use of new physical principles will be
improved or new types will be created. These are directed energy (laser) weapons, as well as siper-
high frequency and radio-wave, electromagnetic, geophysical and infrasound weapons. The general
features of these weapons are that they can be used covertly and suddenly, they can disable
electronic systems instantly, and they can destroy manpower without using conventional weapons.
Currently, in developed countries, work on increasing the capabilities of these weapons is being
continued. The creation of new types of directed energy (laser) weapons and increasing their
effectiveness is one of the most successful activities in this field. The achieved success is due to
numerous researches conducted in this direction and the emergence of new techniques. To date,
leading countries have managed to develop and test directed energy (laser) weapons for various
purposes. The US military announced the creation of a prototype of a high-power laser weapon in
2022, and that it will be accepted into service in the coming years (Rodgers, 2024). The biggest
advantage of this weapon is that it destroys the target instantly by transferring energy at the speed
of light. Due to the directed energy, the accuracy of hitting the target is very high, and this weapon
does not make a sound and does not recoil when firing, unlike conventional weapons. The ability to
adjust the power of another energy in this allows the weapon to be used for various purposes, such
as measuring distance, disabling and destroying the target. Finally, these weapons have almost
unlimited firepower, because the number of possible shots depends only on the characteristics of
the energy source (Bothwell, 2023). The elimination of the shortage of currently available weapons
and the rapid continuation of improvement will increase their effectiveness. In the near future, it is
planned to shoot down warplanes, unmanned aerial vehicles, satellites and missiles with an
improved laser weapon;

- Artificial intelligence. Artificial intelligence is usually defined as the development of
computer systems that can perform tasks that require human intelligence, such as visual perception,
speech recognition, decision making, and translation between languages (Marcin, 2019). In recent
years, great progress has been made in the field of artificial intelligence (Al). Recent advances in this
field make it possible to realize what previously seemed like science fiction. Thus, computers,
robotics and other techniques working on the basis of artificial intelligence instantly process huge
amounts of information and make decisions. Examples of autonomously controlled artificial

7 National and Military Security



ISSN 2522-9842 Social Development and Security, Vol. 14, No. 5, — 2024

intelligence systems without human intervention have already been created and tested. However,
with modern artificial intelligence, human-like activities such as thinking, understanding, explaining
and posing problems are not yet possible. However, we believe that the improvement carried out
on algorithms will increase the capabilities of artificial intelligence in the abovementioned activities
in the future.

Considering that all scientific and technological achievements are widely used in military,
artificial intelligence will also be integrated into weapons and weapon systems. In recent years,
advanced armies have been paying special attention to the development, and application of “smart”
weapon systems based on artificial intelligence. It is clear that the combat potential of the armed
forces in the future will be determined by the capabilities of “smart” weapon systems. “Smart”
weapon systems that will work in sync with the command center will play an important role in all
stages of war as a key element of future battles. Thus, “smart” weapon systems will be able to assess
the conditions in all depths of military operations and deliver an effective strike independently
according to the type of target. Thus, thanks to sophisticated algorithms, the artificial intelligence
will make a flexible decision to strike targets based on their type, coordinates and sequence of
destruction without human intervention. Compared to artificial intelligence, this activity will take
more time when performed even by the most professional people in the command center.
However, in modern and future wars, where conditions change rapidly, the time factor is very
important in causing damage by fire. It is for this reason that armies with “smart” weapon systems
will already have an advantage at the very beginning of the war.

The abovementioned weapon systems are currently under development, but their semi-
autonomous samples are already in service. The further improvement of weapon systems operating
with artificial intelligence, the creation of autonomous fighting robotics, and the use of high-
precision ammunition in those weapon systems will both reduce the loss of manpower and enable
the destruction of targets from a long distance. Thus, since the weapon systems controlled by
artificial intelligence, including military robotics, will have the capabilities of autonomously
identifying the area, face and target, determining coordinates, analyzing the situation and making
decisions, firing, it will greatly reduce the direct use of manpower on the battlefield. According to
the specialists of the US Department of Defense, artificial intelligence will completely change the
principles of armed conflicts, leading to the third revolution in military art after gunpowder and
nuclear weapons (Etzioni & Etzioni, 2017). However, it is a strak reality that artificial intelligence will
create certain problems for its users. These are problems such as the enemy interfering with the
artificial intelligence and directing the weapon against its user, confusing the enemy and friendly
forces on the battlefield, attacking the civilian population and objects. In order to achieve success
in future wars, it is imperative to solve such problems in the use of artificial intelligence in weapons
and equipment.

- Nano technology. In fact, nanotechnology has emerged as a result of great advances in bio
and material engineering. This technology is related to the field of science dealing with the design,
creation and use of new structures, devices and systems by interfering with substances or
combinations of substances on a molecular or atomic scale (Matthew, 2024). Nanotechnology
enables the development of small, miniature devices with various functions and their use as a
system. We believe that military equipment, weapons and equipment developed on the basis of
nanotechnology will be widely used in the future. The great progress achieved and expected in this
field of technology enables the mass production and application of small-scale military robotics,
drones, surveillance devices, as well as lightweight but multifunctional clothing and equipment,
body armor and camouflage. In addition, as a result of the development of nano technologies, the
dimensions of the active components of modern electronics have been significantly reduced. Along
with reducing the size of these components to 0.1 microns or less, their memory capacity has
increased to more than 102 bits (Grewal et al., 2020). The speed of modern development in the
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field of nanotechnology strongly suggests that these indicators will be further improved in the near
future. The widespread application of the achievements in the field of nanotechnology in
information and communication technologies shows that in the next two decades, the size of
practical memory devices will decrease significantly, and their information processing speed
(reading, writing and transmission) will increase by about four times, and the cost will decrease
significantly. As a result of these achievements, the mass production and use of various equipment
based on artificial intelligence, including small-sized military equipment, unmanned devices such as
robotics, will begin. Because the army needs equipment that will independently destroy the enemy
and defuse mines and unexploded bombs without risking the lives of its soldiers, as well as without
detection.

Integrating artificial intelligence into military mini-robotics and drones will allow them to be
deployed en masse on the battlefield and strike autonomously without operator intervention. Due
to their small size, it will be difficult to detect and destroy them. At the same time, mini-robotics
and drones will operate both independently and in close contact with each other during the
execution of the mission, and will have the ability to determine the order of distribution and
destruction of targets among themselves. In our opinion, in the future, high-energy physics, as well
as the integration of “smart” nano-technologies into small and medium-sized weapons, will
significantly increase the ability of these weapons to accurately hit the target. For example, it is
planned to equip these weapons and ammunition with a laser designator and a miniature sensor,
which will allow them to hit the manpower located in shelters.

- Information and communication technology. In our age, information plays an important
role against the backdrop of relentless strategic competition between states. Thanks to the
revolutionary changes in information technology, power based on information (knowledge) has
been added to the power system based on material wealth and physical force. Thus, the first
condition for success in the modern world is to obtain important information on time, process it
quickly, and make the right decision. The analysis shows that the revolutionary changes in the
abovementioned technologies are taking place in two main directions: information processing and
information transmission. Today's computers have the ability to store and process large amounts of
data at once. In the future, with the advent of quantum computers, the volume and speed of
information to be stored and processed is expected to be much greater than today. Unlike ordinary
ones, the computers that will work based on quantum mechanics are supposed to process data all
at the same time, not one by one. As a result, the processing time will be reduced multiple times.
For example, if the most powerful computer in use today needs a billion years to break down a
number of 30-40 characters into prime factors, a quantum computer will do the same job in 18
seconds. The revolution in information technology will lead to an exponential increase in the
computing power necessary to collect, store, process and analyze large volumes of data. In addition,
thanks to this revolution, secret information in various forms (text, audio, video, etc.) will be
transmitted and deciphered in real time at any point of the world, to any person, including those
participating in military operations. At present, the achievements in the transmission and processing
of large-scale information over a single network allow remote control of various operations at the
same time. The ongoing development in the field of information and communication technologies
indicates that the exchange of information will be much faster in the future than it is today, as well
as that more complex operations will be conducted quickly over the network. In such conditions,
timely and comprehensively analyzed information will play a major role in ensuring success in all
cases. For this reason, continuous control of the information domain at all stages of military
operations and maintaining the advantage here will be the main condition for winning future wars.
Thus, the commanders who dominate the information domain will get information about the
situation in real time. This will allow them to analyze the situation, make the right decision in time,
and effectively use forces and resources, including high-precision weapons. All these will change the

9 National and Military Security



ISSN 2522-9842 Social Development and Security, Vol. 14, No. 5, — 2024

traditional methods and forms of fighting. In our opinion, innovations in the field of information and
communication, together with other high-tech products, will bring a revolutionary change to
military art.

As mentioned, the development of information and communication technologies will lead
to revolutionary changes in military art. The integration of high-tech network, computing,
surveillance and “smart” technologies into the automated control system of troops allows for the
rapid processing of a large amount of various information without operator intervention or with
little intervention, predicting the development of operational conditions, simultaneously providing
all levels of the battlefield, operation will allow observation of the regions, as well as an effective
strike. The development of military network technologies has created the concept of “Network-
centric warfare”. The concept of this war was first put forward by the US Department of Defense at
the end of the 90s of the last centuries, and it is based on the idea of winning the battle thanks to
the advantage gained in the information and communication space (Mallick, 2020). In the “network-
centric warfare” intelligence, management, navigation, fire support, systems and complexes are
connected to a single information-communication network, and the transfer and reception of
reliable and complete information about operational (battle) conditions is carried out in practically
real time. It is intended to increase the combat power of the unit by achieving rapid and high-
precision destruction. The increase in the effectiveness of combat power occurs as a result of the
acceleration of the process of managing forces and assets and the pace of combat, as well as the
synchronization of combat activities. The transmission and reception of real-time data over a large
area allows network users to monitor the current activities of all friendly and enemy units according
to their authorization levels on an electronic map or screen, and to intervene directly in battlefield
activities when necessary (Jonjo, 2014).

David Steven Alberts, a former American Director of Research for the Office of the Assistant
Secretary of Defense for Networks and Information Integration, noted the following advantages of
“network-centric warfare” (Smith, 2010):

1. A strong and fast network greatly improves information exchange and interaction in
warfare;

2. The improvement of information exchange and interaction increases the reliability and
accuracy of information, as well as awareness of the general situation;

3. General situational awareness allows units to self-synchronize;

4. Self-synchronization, in turn, dramatically increases the effectiveness of activities.

The main point that stands out from the above is self-synchronization. In military
organizations with a traditional centralized hierarchical structure, command, decision, information,
tasking, and interaction issues are transmitted from top to bottom, and usually all activities are
carried out under the command of superiors. In self-synchronization, however, many complex
activities are organized from the bottom up and interactions are regulated. This is because
commanders on the battlefield can interact directly with both the fighting soldiers and their
superiors at various levels. This allows them to be constantly aware of the situation, to transmit that
information to their superiors in real time, to quickly adapt to changing conditions, to make
independent decisions and move according to the conditions, to request fire support and additional
forces. In short, the commanders on the battlefield will determine the tasks and objectives, as well
as the form and method of conducting the battle, according to the intentions of the higher
command. Self-synchronization gives a huge advantage over the enemy in terms of speed, control,
and suddenness. This advantage allows you to conduct combat operations without interruption. As
a result, tactical and operational interruptions that the enemy can take advantage of are eliminated,
combat activities become more dynamic, continuous and decisive. The ability of units to operate
independently, as well as a high level of awareness, will enable the simultaneous conduct of combat
activities at the tactical, operational and strategic levels.
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Thus, having considered the revolutionary changes in military art as a result of the development
of technologies and the further acceleration of these changes in the near future we may describe the
characteristics of future wars. In our opinion, in the wars that will occur in the next ten years, the form
of fighting “non-contact” or “from a distance” will increase, and in the future, these forms will become
more advanced and widespread. The reason they are called “non-contact” or “from a distance” is that
in the initial or main phase of the war, the crushing blows to the enemy will be delivered by high-
precision weapons located on (flying) vehicles far from the contact line, or by remotely or autonomously
controlled armed robotics (a swarm of drones). etc.) operating on the battlefield. In previous wars, the
main burden fell on the ground troops, and it was impossible to win without coming into direct contact
with the enemy, destroying them and capturing a certain area.

The next revolution in the military art will fundamentally change the essence of winning a
war. Thus, at the beginning of the war, striking the enemy's important military and civilian
infrastructure with high-precision weapons from a long distance, causing serious damage to its
military, economic and combat potential, will create fear and panic among the population and
military personnel. In the next phase, the enemy units, which are already in fear and panic, will be
destroyed by a quick assault of special forces or tactical groups. We believe that at this stage, the
use of artificial intelligence and autonomously controlled military robotics, a flock of drones
together with the aforementioned forces and groups, or in a synchronized manner with them, is
pretty plausible.

The revolution in military art will affect and significantly change existing understandings of
the strategic, operational, and tactical levels of warfare. If in previous wars there was a certain
border between tactical, operational and strategic levels in terms of territory, space, time, purpose
and force, in the future this border will disappear and it will be difficult to define the levels. Thus,
the scope of military operations will expand in terms of territory and space. Space, cyber domains
will be added to traditional land, air and sea domains. The targets of military-technological
development will make it possible to choose and destroy both tactically and operationally, as well
as in strategic depth at the same time. However, if there is to be any contact with the enemy on the
battlefield, it will be short-lived. As it was mentioned, in earlier conventional wars, decisive
engagements were mainly fought on the ground by land forces and had a certain depth and breadth.
In this war, the forces and means operating vertically above and horizontally behind (Air Force,
missile-artillery units) were usually given to the support of troops conducting combat activities on
land. In future non-contact wars, everything will be the other way around.

In conventional wars, battles were planned and conducted at the tactical and operational
levels to achieve a strategic goal. For this, the movement and deployment of large forces was
organized, reserves and logistics points were created, the main direction in attack, the direction of
concentration of main efforts in defense was determined, near, far and further tasks were indicated
or defense in depth was organized. In our opinion, many of these will not be needed in future wars.
Because there will be no clear idea of where and how the main blow or threat will come from. A
well-thought-out and well-chosen strategy will determine the fate and the winner of future wars. In
addition, we think that in the future, the use of large numbers of manpower, as well as large armed
units and formations in combat, will create a potential risk, not an advantage. Thus, the movement
and deployment of such forces will be immediately detected by various surface and aerial (space)
reconnaissance and surveillance means, and high-precision weapons will strike at their location and
equipment. In these conditions, well-prepared mobile tactical groups equipped with small but
multifunctional drones and robotics, as well as advanced surveillance and information-
communication systems, will play a crucial role in increasig the efficiency of operations.

Since large numbers of manpower are not involved on the battlefield, maneuvering with fire,
one of the most important elements of the battle, will gradually lose its importance. Terms such as
“front line”, “defensive area”, “front”, “main attack direction”, will be replaced by terms such as,
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“accurate strike”, “main strike location”, “area of responsibility”, “accurate strike range”, “quick
strike”, “network intensity”. The outcome of the battle will be determined by the effectiveness of
these activities: detect rapidly; analyze quickly; make decisions quickly; quickly intervene or destroy
from a distance with a precision strike. The party that gains the upper hand in these activities will

definitely win future wars.

Conclusion

The intense struggle for limited opportunities against the backdrop of population growth,
urbanization, and environmental pollution, as well as nationalism and ethnic conflicts, international
terrorism, refugee flow, illegal drug trafficking, and the spread of weapons of mass destruction will
continue in the future and lead to the emergence of new wars.

War, as a part of human civilization, is certainly ever-evolving. It should be noted that this
development has become more dynamic in recent years. Thus, the observed scientific and technical
revolution has affected all areas of human activity and social relations, as well as the methods and
forms of armed conflicts to a large extent. Today's wars are very different from the conflicts of 20
or 10 years ago. The wars of current time now include physical domains (land, air, sea) as well as
information, cyber and space. In our opinion, in the next ten years, the achievements in the scientific
and technical field will further expand the integration of these domains and radically change the
nature of wars.

Analysis has shown that the major advances in technology, including bio-, nano-, and digital
technologies, will affect the military art and cause revolutionary change. The forms and methods of
fighting will change significantly compared to the past. Many of the forms and methods used
successfully since the invention of gunpowder and firearms, as well as the main components of
combat, will no longer be effective. So, from the main components of the battle, such as fire, strike
and maneuver, which have been tested together until today, the importance of the strike will be
maintained in the future. In previous wars, in order to achieve strategic goals, it was considered an
important condition to come into direct contact with the enemy at the tactical and operational level,
destroy its main forces by fire and maneuver, and hold the territory. A special place was reserved
for land operations here. In future wars, it will be possible to disable the opponent’s important
facilities, including critical infrastructure, control centers, security points, and military equipment
with a long-range accurate strike and thereby make it accept your conditions. In the future,
countries that do not have advanced technologies for warfare, including artificial intelligence, long-
range high-precision weapons, will try to replace this deficiency by increasing the number of
manpower, as well as traditional weapons and equipment. However, we believe that in future wars,
unprepared manpower and an abundance of conventional military equipment will be a major
disadvantage rather than a superiority. Because as a result of accurate strikes, fear and confusion
will arise among the people of the opponent, which will cause them lose control and several heavy
equipment, and thus the fighting ability will decrease. As a last resort, it is highly likely that that
party will use weapons of mass destruction, banned ammunition, or launch terrorist activities. in
addition to high-precision weapons, various robotics autonomously controlled by artificial
intelligence, unmanned aerial vehicles, including a swarm of drones will play a leading role on the
future battlefield. Their widespread use in armed conflicts will significantly change the structure of
the Armed Forces. In the near future, traditional forces of different levels (tactical, operational and
strategic) of the Land, Air and Naval Forces will be connected to a single command and control
network, consisting of strategic intelligence-strike and high-precision weapon systems, as well as
will be replaced by small, but mobile, prepared, fully equipped special forces (tactical groups). In
future wars, events will unfold rapidly, the situation will change quickly, and the strikes will be short-
term, but accurate and devastating. In such a situation, leadership qualities such as initiative,
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knowledge, flexibility, deep thinking, thorough preparation, and strong motivation will come to the
fore to win the battle.
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