ISSN 2522-9842 (online)

Journal of Scientific Papers

Social Development and

Security

Public organization
Ukrainian Scientific Community

Volume 10, Issue 2, April 2020

nPEuanccEss https://paperssds.eu/index.php/JSPSDS/




ISSN 2522-9842

Social development and Security, Vol. 10, No. 2, —2020

Electronic scientific edition

Journal of Scientific Papers «Social development and Security»

Vol. 10, Ne2
April, 2020

Founded in 2017 by the Public Organization "Ukrainian Scientific Community"
It comes out bimonthly

The editorial board

Editor of the publication

LYASHENKO Boris

| Prof, Dr. of Sciences, Ukraine;

Deputy Editor-in-Chief

TKACH Ivan | [ Prof, Dr. of Sciences, Ukraine;
Members of the editorial board

ANTONYUK Victor Prof, Dr. of Sciences, Ukraine;

BALLANDA Anatoly Prof, Dr. of Sciences, Ukraine;

BARABASH Oleg Prof, Dr. of Sciences, Ukraine;

BASHYNSKA Iryna

Assoc. Prof, Candidate of Economic Sciences (Ph.D.), Ukraine;

BEGMA Vitaliy Prof, Dr. of Economics, Ukraine;
BICHENKOV Vasyl Senior Researcher, Dr. of Sciences, Ukraine;
BONDARENKO Svitlana Dr of Sciences, Odessa, Ukraine;

BRITCHENKO Igor

Prof., Dr. of Sciences, Poland;

CHORNY Vitaliy

Prof, Dr. of Philosophy, Ukraine;

CUBICHEK Pavel

Prof, Dr. of Law, Candidate of Law, Slovak Republic;

DIVIZINYUK Mikhail

Prof., Dr. of Sciences, Ukraine;

DIKHTIEVSKY Petr

Prof, Dr. of Law, Ukraine;

DOLNYTSKY Bogdan Prof, Dr. of Law, Poland;
FETTERLY Ross Dr. of Sciences, Canada;
GAWLICZEK Piotr Associate Professor, PhD, Poland;
GUZEWICZ Wojciech Rev. Prof. PhD, Poland;
KIRYLENKO Volodymyr Prof, Dr. of Sciences, Ukraine;
KOLODIY Anatoly Prof, Dr. of Law, Ukraine;

KOROBCHYNSKYI Maksym

Prof., Dr. of Sciences, Ukraine;

KOROPATNIK Igor

Assoc. Prof, Doctor of Law, Ukraine;

KURSEEITOV Timur

Prof, Dr of Sciences, Ukraine;

LYZWA Aneta

PhD, Poland

Luis Frolén Ribeiro

Dr. in Mechanical Engineering, Portugal;

OPENKO Pavlo

Ph.D, Ukraine;

MARCO lIvan

Prof, Dr. of Sciences, Ukraine;

MATSKO Oleksander

Prof., Candidate of Military Sciences, Ukraine;

MIRNENKO Volodymyr

Prof, Dr. of Sciences, Ukraine;

PASHYNSKY Volodymyr

Assoc. Prof, Candidate of Legal Sciences, Ukraine;

PACEK Boguslaw

Prof, Dr. of Law, Poland;

SAGRADIAN Artak

Prof, Dr. of Sciences, Armenia;

SAMBERG Andre

Professor of Practice, PhD (civil protection), Brussels, Belgium.

SHEMAYEYV Volodymyr

Prof, Dr. of Sciences, Ukraine;

SHEMAYEVA Lyudmila

Prof, Dr. of Sciences, Ukraine;

SHOPINA Iryna

Prof., Dr. of Laws, Ukraine;

SILVERSTEIN Steven

USA;

VOROBIOV Oleg

Prof, Dr. of Sciences, Ukraine;

VOLOSHENKO Antonina

Assoc. Prof., Dr. of Sciences, Ukraine;

YURKIV Nadia

Prof, Dr. of Sciences, Ukraine;

Technical Secretary of the publication

TKACH Mykola

I Candidate of Technical Sciences (Ph.D), Ukraine.

FOUNDERS and PUBLISHER: Public Organization "Ukrainian Scientific Community" (Ukraine)

Executive secretary of the editorial board of the magazine "Social Development and Security" Mykola Tkach,
e-mail: sjsdsusc@gmail.com; tkachivan9@gmail.com

https://paperssds.eu/index.php/JSPSDS/, Ten. +38(093) 752-81-56

The authors of articles are responsible for the authenticity of facts, quotes, their own names, geographical names, names of enterprises, organizations, institutions and other
information. Opinions expressed in these articles may not coincide with the point of view of the editorial board and do not impose any obligations on it.



https://portal.issn.org/resource/issn/2534-9228
https://portal.issn.org/resource/issn/2534-9228
https://scholar.google.com.ua/citations?user=PCPdRKwAAAAJ&hl=ru
https://scholar.google.com.ua/citations?user=PCPdRKwAAAAJ&hl=ru
https://scholar.google.com.ua/citations?user=ZzmAzKkAAAAJ&hl=ru
https://scholar.google.com.ua/citations?user=0E5iLasAAAAJ&hl=ru
https://scholar.google.com.ua/citations?user=0E5iLasAAAAJ&hl=ru
https://scholar.google.com.ua/citations?hl=ru&user=8YmCOZYAAAAJ&view_op=list_works
mailto:sjsdsusc@gmail.com
mailto:tkachivan9@gmail.com

ISSN 2522-9842 Social development and Security, Vol. 10, No. 2, -2020

CONTENT

1 Dilemmas related to the functioning and growth of Darknet and the Onion

Router network
ANINA INQSTULTG oottt et eeve e eseeesteeseeseteseeseseasseesensesensasenesessenessasessesesenaseseaesssesasesenssenssnseseasseesssesenseen 3

2 |Analysis of the ways of improvement of Ukraine — NATO cooperation on
cybersecurity issues

VVolodymyr Shypovskyi, Volodymyr Cherneha, Serhiy Marchenkov ...........cccovieiononnnisnesseensieennnn 11
3 |Challenges of NATO aspiration: the discrepancy between rhetoric and reality
Khayal 1SkandaroV, PIOtr GAWIICZEK ... eeece s sesee e eeeess s ses s s seseeeses s ees e sesee s 16

4 The method of the optimization of material flows for functioning of the

recovery system
VOlOAYMYT DACNKOVSKYI ..ottt et ettt st s st st st a s e s ban e 25

5 |Methodical approach to the assessment of the level of threats to civilians in the

case of the use of small arms on unmanned aerial vehicles
Volodymyr Mirnenko, Sergii Novichenko, Oleksandr Doska, Pavlo Open’ko, Oleksandr
AVEQIMIENKO oo eeeeeeeeee e eeeee e e eeevereseseseseesseesesesasesseasasass sessessesesasasassessasssssessesesssesesssassssssssssanassessasernsesssnsessrnsesneas 35

6 [Raising of the labor protection level and improving the international labour

organization methodology for the occupational hazards assessing
Bohdan Tsymbal, Yuriy Dreval, Dmytro Shapovalov, Dmytro Shapovalov, Maksym Shapovalov .. | 46

7 |Improving psychosocial competences of security manager — case study analysis
Aleksander Sapinski, Sabina Sanetra-Pétgrabi, Stanistaw Ciupka .........cccovveverivcesiceieeece e 64

8 [The Key Indicators of Probable Corruption Risks in Critical Areas of Military

Activity (Ukrainian Experience)
Olena Holota, Marina Barynina, Oleksandr TYtKOVSKYi .........ccveeeeverinece et ereee e v 69

9 [Transformation of public administration in digital conditions: world experience,

prospects of Ukraine
Svitlana Bondarenko , Iryna Liganenko , Viktoriya Mykytenko ........ccccoeeveeee s, 76

10 [Project approach in an anti-crisis management system of financial sustainability

of industrial enterprise
Svitlana Bondarenko, Olena Makoveieva, Anatolii Polishchuk, Mykhailo Mosin .........ccccccoevenenenne. 90

11 Minimization of losses of the budget program at reduction of its financing
PaVIO PArkNOMENKO ....cvieeeee ettt e e s s et et b et e es st et eseeeneeneaseaseesesteseeeeas 105

12 [Substantiation of indicators a set and criteria for determining a rational variant
of the monitoring system and warning of troops (forces) about emergencies at

potentially dangerous objects
Volodymyr Koval , EVEEN LEVISChENKO .......ooiiiicee ettt st et e e st ste e eeens

113



https://portal.issn.org/resource/issn/2534-9228
https://portal.issn.org/resource/issn/2534-9228
https://paperssds.eu/index.php/JSPSDS/article/view/184
https://paperssds.eu/index.php/JSPSDS/article/view/184
https://paperssds.eu/index.php/JSPSDS/article/view/197
https://paperssds.eu/index.php/JSPSDS/article/view/197
https://paperssds.eu/index.php/JSPSDS/article/view/198
https://paperssds.eu/index.php/JSPSDS/article/view/199
https://paperssds.eu/index.php/JSPSDS/article/view/199
https://paperssds.eu/index.php/JSPSDS/article/view/200
https://paperssds.eu/index.php/JSPSDS/article/view/200
https://paperssds.eu/index.php/JSPSDS/article/view/191
https://paperssds.eu/index.php/JSPSDS/article/view/191
https://paperssds.eu/index.php/JSPSDS/article/view/195
https://paperssds.eu/index.php/JSPSDS/article/view/201
https://paperssds.eu/index.php/JSPSDS/article/view/201
https://paperssds.eu/index.php/JSPSDS/article/view/202
https://paperssds.eu/index.php/JSPSDS/article/view/202
https://paperssds.eu/index.php/JSPSDS/article/view/203
https://paperssds.eu/index.php/JSPSDS/article/view/203
https://paperssds.eu/index.php/JSPSDS/article/view/217
https://paperssds.eu/index.php/JSPSDS/article/view/271
https://paperssds.eu/index.php/JSPSDS/article/view/271
https://paperssds.eu/index.php/JSPSDS/article/view/271

