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Ponb i micye cuctem aBTromatumsauii Ta iHpopmartumsauii B
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AHomayin

Ctatta € uikaBo ana daxiBuiB B cdepi BINCbKOBOro YynpaBAiHHA, AKi 3aMmatloTbca
[OoCniaXKeHHAM npobiem po3BUTKY cucTeM aBTomMaTu3auii aisnbHocTi 36ponHux cun (3C) Ta
aBTOMaTM30BaHUX cuctem ynpasniHHA (ACY). MeToto cTaTTi € 4OCNIAKEHHA TEHAEHLIN PO3BUTKY
aBTomMaTtm3auii Ta iHpopmaTm3auii B 06OPOHHIN cdepi AeprkaB CBITY Ta iCHYHOYOro PUHKY
iHpopMaLiiHMX cucTem.

B npoueci AOCArHEHHA MEeTU A0CNIAXKEHHA BUKOPUCTaHI HAaCTYMHIi MeTOAM HAayKOBOrO Mi3HaHHA:
aHani3y, CMHTE3y, IHAYKLIT, AeAyKLUii, TOPIBHAHHA, CACTEMHOrO Niaxoay.

B cTaTTi NOKa3aHO aKTyasbHiCTb NMTaHb PO3BUTKY CUCTEM aBTOMaTM3au,i Ta iHpopmaTM3au,ii B
0bopoHHiI coepi. HaseaeHo aocsiT 3C Pocilicbkoi Pepepalii (PD) y BnpoBagKeHHi BKazaHUX
nigxonis Ta Haro/IOWEHO Ha KPUTUYHI HeobXigHOCTi BNpoBaAKeHHs iHpopMaLiMHMX cuctem B
3C YKpaiHu, AKi MOBWUHHI cTpumyBaTM 36poiHy arpecito P®. MNposeaeHo aHanis CBITOBUX
TEHAEHLUi PO3BUTKY PUHKY iHGOPMALIMHUX CUCTEM, AKI MOBWHHI 3340BO/ILHATU OOOPOHHI
noTpebu gepKas CBIiTY. Y 3B’A3KYy 3 pO3BUTKOM TEXHO/OTIN, YAOCKOHANEHHIO CTapUX | CTBOPEHHSA
HOBITHIX 3pa3KiB 036POEHHA i BiAICbKOBOI TEXHIKK (6€3MiNOTHI CUCTEeMM, KOCMIYHI TeXHOoNOrii,
MeperKeLeHTPUYHMI niaxig o nobyaoBu cucTEMU YyNPaBAiHHA BiCbKaMU, WTYYHUA iHTENEKT
TOLO), BUKOPUCTAHHSA AKUX HE MOXKInBe 6e3 BNPOBaAKEHHA CyYacHUX iIHGOpPMaLLAHUX CUCTEM,
Haro/aI0WeHO Ha Ba*KNNBOCTI ix BNpoBaaKeHHA B 3C YKpaiHM 3 METOO He AONYyLWEeHHA BiACTaNOCTi
BiZlL CBITOBMX TEHAEHLN B KOHKYypeHTHii 60opoTbbi apmin cBiTy. OcobamMBO Ui NUTAHHA €
BaXNMBMMU Ha PoOHi BilHM 3 PO Ta iHTerpauii YKpaiHM 3 KpaiHamu-yneHamm HATO, aki €
nepesoBMMMU B CBITi 32 TEXHONOTIYHMMM IHHOBALLIAMM.

Knro4oei cnoea: aBTomaTM3oBaHa cucTemu, iHpopmaTtusauia, 06opoHa, cTaHAapT, TEXHOOTISA.

NocTtaHoBKa npobaemu

CyyacHi BilicbKOBi onepau,ii (601, 60lM0Bi A4ii) yMOB € MaHEBPEHICTb BIMCbK Ta MNYHKTIB
XapaKTepu3ylTbCA BUCOKOK  AMHAMIYHICTIO,  YNpPaBAiHHA ANA YHUKHEHHA BPaXKatouoro BOrHio
NPOCTOPOBUM OXOMNEHHAM, BiACYTHICTIO YiTKO MNPOTUBHMKA Ta Moro cuctem PEB. EdpeKTMBHUM
BUANMOIO NIHIEID KOHTAKTY ABOX MPOTUNEXKHUX  PilLEHHAM BKa3aHMX MNUTAHb € ABTOMAaTM3aLiA
CTOpPiH Ta BWCOKMM CTYMEHEM He3aNeXKHOCTi  AiANbHOCTI, BK/AOYHO 3 BUKOPMCTAHHAM
BiMCbK. B TaKMx o06CTaBMHax K/AOYOBOK  aBTOMATU30BaHWUX cUcTem ynpasaiHHA (ACY).
BMMOTIOIO NEPEMOrN € Nepesara Hag BOPOrom B AHanis 36poMHUX KOHOAIKTIB MOKAa3ye, WO
ynpaBAiHHI 6onosnmu nigposainamu  WBKUAKICTb Ta TOYHICTb 0OMIHY iHpopmalli€o €
(3’eaHaHHAMM), PO3BIAKOD, BOTHEM, 3B’A3KOM, OAHMM i3 KAOYOBUX GAKTOPIB  ycCniWHOro
pagioenekTpoHHoto 6opoTtbboio  (PEB) Ta  BWMKOHaHHSA 60MOBOro 3aBAaHHA. Po3BUHeHI
iHWMMMU 6ooBMHU i HaBirawinHUMM  apMmii  CBiITY BMKOPWUCTOBYIOTb ANA  LbOro
cuctemammn. TaKoXK OAHI€E i3 BM3HA4YanbHUX  iHPoOpMaLinHI TEeXHOoNOrii. CyyacHi
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aBTOMATU30BaHi cmctemu ynpasAiHHA
36pOMHMUM CMNAaMK iHTEerpoBaHi Big, onepaTopa
cucTemm 03bpOEHHSA ao HalBULLOro
KOMaHAyBaHHA. MeToto aBTOMaTU3au,ii
AiANbHOCTI Yy BiCbKax € epeKTMBHE ynpaBaiHHA
BiNCbKaMM  HA  eTanax X  MJaHyBaHHSA,
NiAroToBKM, 3aCTOCYyBaHHA Ta BiAHOBAEHHA.
ABTOMAaTU30BaHi cmctemu ynpasniHHA

[03BONAOTL 3B’A3aTM B OAHY iHPOpMaLiiHY
cuctemy  WITabu, KOMaHAHI MYyHKTM, 3acobwu
PO3BiAKN, CUCTEMM 03OPOEHHSA, CYNYTHUKM Ta iH.

Ons 36poiiHnx Cun YKpaiHKW, B yMOBaXx BiltHM
3 PP, € KMTTEBO HEOOXiAHMM BNpPOBAAMKEHHSA
aBTomaTM3sauii  gianbHocti  Ta  ACY. LUe
NiATBEPANKYETLCA TUM, WO B PP nounHarouu 3
2008 poOKy nNpuainAeTbca 3HayHa yBara Ao
po3pobKM Ta BRpoBagKeHHA ACY C2 B 3C.
Y 2019 poui Ha 6asi 1-i TaHKOBOI apmii byna
CcTBOpeHa Ta BunpobyeBaHa ACY Akauis-M,
BapTiCTb AKoi cknana 330 mnH. gon. WTab 6-i
apmii otTpumas ACY nig Ha3zsoto “LLUTab 30psaHMX
BO€EH”, oronoweHo Npo BBeAeHHA B Aito ACY B
3axiagHoMmy BiliCbKOBOMY OKpy3i. [onoBHOWO
METOI0 € 3B’A3aTU BCi piBHi C2, Big, cTpaTeriyHoro
00 TaKTUYHOro, Ta HajaTM  MONAMUBICTb
KOMaHAMpamM MNPUAMATU pPIilLEHHA B PEXUMI
peanbHoro 4acy. Cama cuctema C2 pgae
MOX/UBICTb 3abe3neuynT BUCOKOLIBUAKICHUN
3B'A30K, NOCTIMHO OTpUMYBaTH iHbOpPMaLLilo Big,

AHani3 OCTaHHiIX gocaigXeHb Ta nybaikay

HauioHanbHOro ueHTpy ynpasniHHA 060poHOI0,
iHWKWX BIiAMNOBIAHWX OpraHiB ynpasBniHHA Ta
KOMaHaupie. KomaHaytodi Ta wtabun 3moxKyTb
BuKopuctosytoun ACY KepyBaTuM CKAALHMMMU
yrpynyBaHHA BilCbK. OTXe, uUe peani3auin
MepeXeueHTpMYHOro nigxogy Ao nobynosu
CUCTEMM YNPaB/iHHA, fIKAa 403BO/NTb 3B’A3aTH
BCi CTPYKTYPHIi €nemeHTM cuctemum B OAOHY
MEPEKY. Pocincbki BilACbKOBI daxiBu,i
nepenbayatoTb, WO TaKi TeXHOJOrii CKOPOTATb
Yyac, AKUI 3aTPaYaETbCA B KOMAaHAHOMY LMKAI B
ABa-Tpu pasu [1].

Micna peanisauii gaHoro npoekty 3C PO
OTPUMAIOTb 3HaYHy nepesary Hag 3C YKpaiHu B
ynpasAiHHi cunamm Ta 3acobamm, a bepyum go
yBaru iXHIO KiNbKiCHy nepeBary ue B¥Xe CTa€
€KCTPMMaNnbHO HebesneyHo. Y 3B’A3Ky 3 uuMm
NOTPIOHO WBMAKMMM TeMnaMu 3ano4vaTKOBY-
BaTH NPOEKTH woao BMPOBAAKEHHA
iHbopmaUuinHmx cuctem B 3C YKpaiHu, ane 3
BpaxyBaHHAM CY4aCHUX BUMOT A0 LMX CUCTEM Ta
[0CBiAy MpoOBigHUX KpaiH CBiTY, AKi €
naptHepamu YKpaiHun Ta yneHamu HATO. Ona
AKICHOI  peanisauii  AaHMX  NPOEKTiB Ta
3abe3neyeHHA CyMiCHOCTI 3 KpaiHamu-4yneHaMmum
HATO noTpibHO po3ymMiTM AK PO3BMBAETLCA
CBIiTOBMI PUHOK iHGOPMALiNHMX cUCTEM, AKa
iCHy€e Npono3sunuia Ta BUMOTU A0 LMX TEXHOOTIMN.

AHani3 icHyl4YMXx OocnigXeHb MOKA3Ye, WO
NMUTaHHAM aBTOMaTu3aujii Ta iHpopmaTmnsauii B
0b0opoHHIN coepi npuainaerbca Bce binblue
yBaru B Haykosi cdepi, aaxke notpeba 6e3neku
€ oAHielo i3 6a3oBMx NoTpeb, AKka 3abesneyye
BUXKMBAHHA JIIOOMHW. Y BCi 4YaCcM HAYKOBI
BIAKPUTTA Ta HOBITHI TeXHOOTrII B NepLly yepry
BMKOPUCTOBYBAINCA AepKaBamMu 415 PO3BUTKY
CBOET BOEHHOI MOTYTHOCTI, W0 3abe3neyyBasoim

be3neky Ta  AOMIHYBaHHA Hag iHWWMMK
AeprkaBamu.

MUTaHHAM edeKTMBHOCTI BIANBHOCTI
AEepPrKaBHUX opraHis BNaAM yepes

MocTaHOBKa 3aBAAHHA

17
BNPOBAAKEHHA  aBTOMATU30BaHUX  CUCTEM
yNpaBAiHHA MNPUCBAYYIOTb CBOI  Mpaui TakKi

yKpaiHcbKi gocnigHuky, sk M. C. KnimywuH [2], 1.
NonywuHcbknii  [3], C. B. PaayeHko [4].
OcobnBOCTI cUCTEM €N1EeKTPOHHOIO AOKYMEH-
TOObiry B Aiep»kaBHUX opraHax YKpainu [5] Ta iH.
MuTaHHA BNPOBaAKEHHS iHbopMaLLiMHUX
cuctem B 3C  npucesyeHo pobotn, Ak
BiTYM3HAHUX TaK i 3aKOPAOHHUX OOCNIOHWKIB, a
came: [xenmc X. Yopg [6], TopbeHko A. IO,
FonosuyeHko O. B., Nlonobopoabko M. 0. [7] Ta
iHLLI.

MeTtolo cTaTTi € [A0CNigXKeHHs TeHAeHUin
PO3BUTKY aBTOMaTM3auji Ta iHPpopmaTm3auii B

060poHHIN cdepi aep)kaB CBITYy Ta icHy4oro
PUHKY iHGOPMaLIMHUX CUCTEM.
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Buknaa 0OCHOBHOro marepiany

MpoTArom oCTaHHBLOrO Yacy yBara 40 NUTaHb
aBTomaTtm3auii Ta iHbpopmaTmnsaLii B 06OPOHHIN
coepi 36inbwyeTbCcA. Lle MOMKHaA NpOCTeXUTU
yepe3s nybnikauii npuceaveHi BiANOBIAHUM
noaiaM HeAaNnekoro MMWHY/IOTO, a TaKOMX,
nybnikauii NporHo3HMx NoKasHMKIB BigNOBiAHNX
puHKiB. Hanpuknag, y 38iTi “GLOBAL DEFENCE IT
SPENDING MARKET” [8], wo Bwuiwos y 2018
poui HafaHO OLUIHKY MNpoAaKiB MporpamHoro
3abe3neyeHHA B cekTopi H6e3nekn Ta 060pPOHM
Ha piBHi 18,95 mapa. 4on., CXoXi OUiHKM HagaHi
y 3BiTi “Defense Cyber Security Market - Growth,
Trends, COVID-19 Impact, and Forecasts (2021
— 2026)” [9] 3 ouikyBaHHA 3pocTaHHs go 20
mnpa. gon. y 2026 poui. Y 3BiTi “Global Military
Software Market Research Report: Information
by Application (Air Force, Army and Navy),
Software Type (COTS and Embedded) and
Region (North America, Europe, Asia-Pacific,
Middle East & Africa and Latin America) -

Forecast till 2028” [10] 3a3HayeHO, WO
OCHOBHMMM  AKTOPAMM  PO3BUTKY  PUHKY
nporpamHoro 3abesneyeHHs B 000pOHHIl cohepi
€ HaCTYMHi:

- PO3BUTOK KOMYHIKaLIMHUX pilLeHb;

- PO3BUTOK TEXHONOTi 36poiHOI 60pOTLOU;

- 30iNblUEHHA  KiNbKOCTI aBTOMaTU30BaHWUX
cucTem.

LLiKaBMMM € i OLiHKM CaMMX YHACHUKIB PUHKY,
Tak Kopnopauia SAP Industries B cBoih “binin
KHM3i LWOAO PO3BUTKY aEpPOKOCMIYHOI Ta
060pOHHOI NpomucnosocTi” 3a3Havae, wo 94%
NigepiB pUHKY iHBECTYOTb B 06p06KY “Bennkmx
Oannx” Ta aHanitmku, po 2025 poky B
ekcnayartau,ii oyayTb 75 Miniapais
ABTOMATM30BaHUX NPUCTPOIB, PUHOK NPUCTPOIB
piBHA “IHaycTpis 4.0” po 2025 poKy gocarHe 3,7
TpAH. gon. [11].

[HWKM paKTopOoMm, WO BNAMBAE HA PO3BUTOK
PUHKY NPOrpamHMX NPOAYKTIB € YMOBKU AOCTyNy
Ha PUHOK, LLO peanisyeTbca Yyepes iHCTPYMEHTH
TexHiyHoOro peryntoBaHHsA, BK/IIOYHO 3
NMUTAHHAMK CTaHZapTM3auii Ta cepTudiKauii.
Mpu uUbOMY BaAKIMBMM € BM3HAYEHHA Ta
BWMKOHAHHA BMMOT A0 NpoAyKuii, npouecis i
CTBOpPEHHA Ta  3araJiom A0  CUCTEeMM
MeHeaXXMeHTY OpraHisauin, Wwo npuMUmaoTb

y4yacTb Ha  BignosigHomy  puHKy. Chig
BpaxoByBaTh, WO B YKpaiHi 3aKOHOM YKpaiHu
“Mpo 060pOoHHI 3aKyniBAiI” BBOAUTLCA AEpKaBHA
cUCTEMA TapaHTyBaHHA AKOCTi 036pOeHHA Ta
BilICbKOBOI TEXHiKM, IKa CBOEID Yepro mae bytn
rapmMoHi30BaHOK 3 BiANOBIAHOI CUCTEMOLIO
HATO. OcobamnBocTi po3BUTKY 106anbHOro
PUHKY pilleHb aBTOMaTM3au,ii Ta iHbopmaTm3au,ii
Ta Moro QyHKLUiOBAHHA B YKpaiHi 3a HaABHOI
NONITUYHOI  CUTyaUii nNpPoABNAETbLCA  yepes
cneundiyHi dbopmm KOpNopaTUBHUX i
KOMEpPL,iNHNUX KOHOAIKTIB.

CraHaapTu, AK enemeHT CUCTEMU TeXHIYHOro
peryntoBaHHA PUHKY NPOrpamHMUX i NPOrpamHo-
anapaTHMX pilleHb MOCTIMHO  3MIiHIOOTbCS
BiANOBIAHO [0 3MiHW CTPYKTypu notpeb Ta

pusukie B  coepi  iHbopmaTm3auii  Ta
aBTomaTtmsauii  gianbHocti.  Takuid  nigxig
3abe3neyye e¢deKTMBHICTb pPobOTM  AaHMUX

cucTem, WO € HeobxigHow ymoBol AnA
BiAICbKOBMX OpraHisauii ge Big, BYacHoro
OTpMMaHHA iHbopMaLii MOXKe 3anexaTn KUtta

Ta 340poB’A nepcoHany. BignosigHo, AnA
NoTPanAsHHA Ha Uel pPUHOK HeobxigHo
BiAMNOBIAATM BMMOram BCTaHOB/IEHUM

3aKOHO4,ABCTBOM, AMPEKTUBHUMMU LOKYMEHTAMM
(TEXHIYHMMKM pernameHTamu) Ta BignoBigHUMM
PEKOMEHA0BAHMMM CTaHZApTamu. Yacto
CTaHAAPTM WOA0 NPOrpamHoro 3abesneyeHHs B
0b0pOHHI cdepi 3rpynoBaHi 3 cTaHAapTamu 3a
AEePOKOCMIYHMM HanpPAMKOM. Hanpuknag,

ctaHgap™ rpynn IAQG [12] abo sBignosigHi
cTaHgapt1 HATO.

Ak 6yno paHiwe 3a3HayeHo, €
CTaHOAPTU30BaHI  BMMOrM 40  NpOAyKU;i,

NPOLEeCiB AiANbHOCTI Ta CUCTEM MEHEOXKMEHTY.
LLlo cTocyeTbCcst BUMOT A0 CUCTEM MEHEAKMEHTY,
TO MOXHA BWUAIIUTU TPU OCHOBHI rpynu
CTQHAApPTIB: MiHIMaNbHIi BMMOIM [0 CUCTEM
MmeHeaKmeHTy (mogenb ISO 9000 Ta noxiaHi),
moaeni pockoHanocti (EFQM, CAF) Ta mogeni
3pinocti (CMMI).

ApXiTEKTYpHi pamku (bpeitmsopku).
Ocobnuee micue 3aMmaloTb MeToAuYHi /[
METO/0/10TiIUYHI 36ipKN Mmoaeneit meHeaKMeHTy
KOPMNopaTMBHOTO PiBHA, TaK 3BaHi “ApXiTeKTYpHi
dpenmBopKn” Ta NnobyaoBaHi Ha HUX Npolecu

224


https://portal.issn.org/resource/issn/2534-9228
https://portal.issn.org/resource/issn/2534-9228

dopmyBaHHSA “apxitekTypn” (cekTopy
[LEpPrKaBHOro ynpasaiHHA, Kopnopauii, okpemoi
yctaHoBM). MNosABa ymx 36ipok — ue Bignosiab Ha
notpeby IT-cekTopa wWoao BepbanbHOro onucy
Kopnopauin, AiAnbHICTb  AKMX  HeobxigHo
aBTOMaTM3yBaTK. [leplwol TaKow MOAEeNNto
byna mogenb 3axmaHa. HarnowwupeHiwoto
MOZEeNNto cboroaHi € moaens “The Open Group
Architecturil Framework”. B 060poHHin cdepi
BuainatoTe ¢perimsopkn CLUA (DODAF) [13],
BennkobputaHii (MODAF) [14] Ta HATO (NAF).
O6opoHHe NAaHyBaHHA Ha OCHOBI
CMPOMOXKHOCTEM € OAHIElD 3 peanisaui

EkoHOMika
®diHaHCK

CknagoBi cnpoMoXHocTeil
y B3aemogil

MoKa3HUKW OLHIOBAHHS CMPOMOXHOCTEN
(OLIHKN KOHKPETHOI AisfIbHOCTI Ta
pecypcie [cun i 3aco6iB])

lNoka3HWKKW ycnilHOoCTI
BUKOHAHHA 3aBaaHb

YcniWwHICTL BUKOHAHHA 3aBAaHb

LinboBOro ynpasaiHHA. CTAaHOM Ha CbOrogHi
ynpaBAiHHA PO3BUTKOM CNPOMOXKHOCTEN
notpebye nporpamHux 3acobiB NigTPUMKHK
KepiBHUX pilleHb 3 BPaxyBaHHAM MHOMXWUHHUX
3B’A3KIB OKpeMMX CLeHapiiB po3BUTKY Nogin,

BINCbKOBMX  3aBAaHb 3 BCTAHOBAEHMMM
yMOBamu i NOKa3HUKamMu yCniWHOCTI
BMKOHAHHA, HOCIIB CNpoMOMKHOCTEM Ta iX
KOHirypauin (Komnnektu BilcbK (cun)) 3
NMoKasHMKamu ix OOMOBOI rOTOBHOCTI Ta
KNHOYOBMX dakTopiB (cknapgoBux)

cnpomoxkHocTen (man. 1).

BrompxeTHe/
diHaHcOBe
3abe3nevyeHHn

DOTMLPFI

[s:
T

[Boiioea] roToBHICTL A0

YCTILIHOT AIANBHOCTE: —]
yAap, MaHeBp, PO3BiKA mm E
3axucT BIMCbK(CW‘I).../ E = E
YKOMIIEKTOBAHICTb,  Jom o e

OCHALLEHICTb, HABYEHICTb
VimoBipHicTk / vacTka
YCNIWHWX 3aBAaHb, -
MoKazHWKKU YCNILWHOCTI
AN rpyn 3aiHTeprcoBaHnx
CTOpIH

Mepemoral/llopaska
Ycnix/Hesgava

'

C<——>

ManioHoK 1 — Moaenb po3BUTKY CMPOMOXKHOCTEN

Ponb i micue npouecis aBTomatusauii Ta
iHpopmaTusauii B KopnopaTtuBHomy
APXiTEKTYPHOMY UMKAi. 3 BpaxyBaHHAM
TMNOBOrO apXiTEKTYPHOTO UMKAY 3@ MOZAENIO
TOGAF Ta norogXKeHMmm 3 Heto apXiTEKTYPHUMM
moaensmm B 0BOPOHHIN cdepi ponb i micue

cuctemu  aBTomatm3auii i iHGopmaTmsauii
LiANbHOCTI BU3HAYa€ETbCA noTtpeboto
a[eKBaTHOro 3abe3neyeHHA npovecis

OIANBHOCTI HeobXiAHMMU pe3yNbTaTUBHUM Ta
ePeKTUBHUMM iIHCTPYMEHTAMMU.

OcobnumBicTio nporpam asTomaTM3auil Ha
PiBHI OepaHOro ynpasfiHHA, B TOMY 4YUCAi B
coepi HauioHanbHoi 6e3nekn Ta 0OOPOHMU, €

CK/IaZIHICTb NPOEKTIB Woa0 popmMyBaHHSA BUMOT
Ta iHTerpauii Ha BCiX PpPIBHAX CUCTEMMU
ynpasaiHHA. TakKOX cnig BpaxoByBaTW, WO
ABTOMATM30BaHI CUCTEMU AiNATLCA 3@ TaKUMWU
O3HaKamu:

- piBeHb  yMpaBAiHHA  —
onepaTUBHUN, TAKTUYHWUIA;

- BWA0BA 3aN€XHicTb — BUAM Ta poau 3C;

- aBTOMaTMU3aLiA npoueciB Ta MNPOEKTHOrO
yNpas/iHHSA;

- aBTOMATU3aLia  OCHOBHMX NpOUECiB i
O0MNOMIXKHUX npovuecis (3acTocyBaHHA,
3abes3nevyeHHs, NiaroToBKa TOLWO);

- cuctemu aBTOMaTM3aU,i

cTpaTeriyHui,

oKpemmx
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CKnagosux cun  b6esnekn Ta  obopoHu
06’eAHAHNX B EQMHY MeEpeXKY;
- iHTepdelicHi enemeHTU nig’eaHaHHA A0

aBTOMATM30BaHUX CUCTEM KpaiH-NnapTHepiB Ta
KpaiH-yneHis HATO Towo.

3a BKa3aHMX  YMOB OA4HOMOMEHTHa
aBTOMATM3alia BCiX CKNagoBux, 3a BCima
byHKUiaMM i npu  HeobxigHOMY MOKPUTTI

npocTtopy poboumx micub € He Moxaueoto. Lle

NOB’A3aHO 3 HACTYMHUMM BaXXNMBMMU
MOMEHTAMM, a CaMe:

- 3HAYHiI BUTPATH Ha po3pobKy
dyHKUiOHaNbHOCTI TaKux cucTem,
iHppacTpyKTYypy (inpopmauinHi mepexi,
po3nogineHi ueHTpn o06pobKM i 36epiraHHA
AaHUX TOWoO) Ta BUTPATM Ha anapaTtHe
3abe3neyeHHs;

- CNig, TAaKOX BPaAXOBYBATM BWUCOKY BapTiCTb
KUTTEBOTO UMKNY TaKMUX CMCTEM Ta NOCTIMHOrO
YOOCKOHANEHHS;

- 3HaYHi pecypcn NOTPIOGHI ANAa NiAroToBKU

ocobosoro cKnagy, AKUM NOBMHEH
ekcnayaTtyBatn ACY Ha BCiX eTanax *KUTTEBOro
LUUKAY.

Mporpamu aBTOMaTM3au,i BIANBHOCTI
CKNAgHUX OpraHisauiiHUX cuctem npeacras-
nAaoTe  coboto  Habip  nNpoeKTiB  Woao

NMOCTYNOBOrO HapOLWEeHHA PYHKLIOHAaNbHOCTI Ta
PO3LWMPEHHA MNOKPUTTA. TaKi MNPOEKTM B
macwTtabax cekTopy 6e3nekn Ta 0OOPOHMU
peanisytoTbCA NPOTArOM [AEKiNbKOX POKiB, AK
NPOEKTN CePeaHbOCTPOKOBOI Ta AOBrOCTPOKOBI

aBTOMAaTU30BaHUX CUCTEM 3a HeobXiAHOCTI ixX
CYMICHOCTI 3 cMCTeMaMM CKNA4O0BUX CEKTOpY
6e3nekn Ta 060poHM YKpPaiHM Ta aHANOTFYHUMM

cuctemamm  KpaiH-uneHis  HATO  noTpibHO
HacTynHe:

- rAPMOHi3yBaTH cuctemy TeXHIYHOro
peryntoBaHHA B coepi po3pobneHHs

iHbopMmaLinHKX cnuctem YKpaiHu 3 BignoBigHow
CUCTEMOIO Ha rnobanbHOMY Ta perioHasbHOMY
piBHi;

- CTUMYNIOBAaTU  PUHOK  iHPOPMALIMHUX
TEXHOJI0riM B cepeauHi KpaiHu Woao po3pobok
aBTOMATU30BaHUX  cuctem  pgna  notpeb
aepasu;

- NPOBOANTH Ha NOCTINHIN OCHOBI
MOHITOPUHI i MApPKeTUHroBi  AO0CHIAXKEHHA

rnobanbHOro pMHKY iHGopmaLinHUX TEXHONOTIN
B 060POHHIN chepi Ta 3any4aTM NePCneKTUBHUX
PO3pObHMKIB [0 KOHKYpCiB Ha 3abe3neyeHHs
AeprKaBHUX NOTpeb (CTpaTeria BUTAryBaHHA).

JocBia nepenoBmx KpaiH cBiTy (KpaiHu
Bennkoi ciMKM) nokasas, WO LWBUAKICTb
PO3BUTKY 6i3Hecy Ta [AepyKaBHUX IHCTUTYTIB
nos'asaHnini 3  TpaHchopMmaLUiEd  CUCTEM
ynpasAiHHA, a came:

- MOBHMM Nepexif Ha NpouecHe ynpasBaiHHA
onepauinHolo (LWOAEHHO) AianbHIicTIO Ta
NPOrpPamHO-NPOEKTHE YNPaBAiIHHA PO3BUTKOM;

- CTBOPEHO CUCTEMY iHTErpoBaHMX pilleHb Ha
OCHOBi ONTMMI30BaHMX 6i3Hec moaenen i
iHCTPYMEHTIB aBTOMaTM3auii, WO ACKPaBO
NPOABAAETbCA B aAPXIiTEKTYPHUX pamkax (NAF,

nepcnexkTusu. DODAF, MODAF, TOGAF) Ta Ha npuknagi
OnAa  3mMeHWweHHA  TPWMBANOCTI UMKy  aBTOMATU30BaHUX cucTemax ynpaB/iHHA
pPO3p0obNeHHs Ta BMPOBaZPKEHHA  KOopnopaTusHOro piBHaA (SAP, IBM).
BucHoBku
PuHoK iHdopmauUiiHMX cuctem Yy  CcBiTi  36pOWHIl 6opoTbbi.

3HAaX04MTbCA B CTAHi CTPIMKOro 3pOCTaHHA Ta
TpaHcpopMmaLlii, Lo CYTTEBO BN/IMBAE Ha BCi chepu
CYCMiNbHOrO KWUTTA, BK/AKOYHO 3 PO3BUTKOM
KOMepUiiHOro Ta AeprKaBHOro  ynpaBAiHHA.
Po3BuHeHiI CBITOBI OEepXasu 3aBAAKK
BMKOPWUCTaHHIO HOBITHIX iHOpMaLitHMX cucTem
OTPUMYIOTb MepeBary B KOHKYPEeHTHiN 60poTbbi 3
MEHLL PO3BUHYTUMM AepKaBamu, AK B bisHecCi Tak
i B coepi 6e3nekn. [lepenosi apmii cBiTy
BMKOPMCTOBYIOTb MEpPEXKELIEHTPUYHI nigxoan B
yrnpaBAiHHI, WO Haga€e iMm 3Ha4yHy nepesary y

B ymoBax 36poiiHoi arpecii PP npotn YKpaiium
Ta iHTerpauii YKpaiHu 3 HATO HaranbHowO
noTpebolo € aBTOMATM3aLiA Ta BNPOBAAMKEHHA
ABTOMATU30BaHMX cuCTem ynpasaiHHA B 3C
YKpaiHn. B ToM Ke yac cnig po3ymitn, Wo ue
[0CTaTHbO BapTiCHa Ta 4OBroCTPOKOBA Nporpama
AKa MOBMHHA CKNadatuca 3 BEeMKOI KiNbKOCTi
MPOEKTIB WOAO NOEeTanHOro BMPOBaAXKEHHA
CMCTEM aBTOMATM30BAHOrO YMpPas/iiHHA Ha BCiX
piBHAX aianbHOCTi 3C YKpaiHW, iHWKWX CKNagoBuX
cektopy 6e3neknm i 0OOpOHW, a TaKOXK
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BPaxoBYBaTU i CYMICHICTb 3 aHa/IoNyYHMMMU
cmcteMamum KpaiH-yneHis HATO.
MpoBegeHU  aHani3a  MNOKA3ye  HACTyMHi

TEeHAEHLUi B pO3BUTKY iHPOpPMALMHNX cucTem, a
came:

- aBTOMaTM3aLiq Ta iHbopmaTM3aLin
AiANbHOCTI € HEBifA'EMHOI YaCTMHOK Cy4acCHMX
bisHec-mogenen, BKJIWOYHO 3 MOAENsMMU
opraHisauii cektopy 6e3neku i 060poHu;

- PMHOK pilleHb B cdepi aBTOMaTM3auii Ta
iHpopmaTmM3auii B nogansiomy byae 3pocTaty, a

CnnUCOK BUKOPUCTAHUX AKepen

BiANOBIAHI pilleHHSA YAOCKOHANOBATUCS;

- 0CcO6MBOCTI  cucTeMM aBTOMaTU3aLil  Ta
iHbopmaTm3auii  Hepo3puMBHO  noB’A3aHi 3
ocobnmBocTAMM  PyHKUiOHyBaHHA  06’€eKTiB

aBTOMaTM3aL;i;

- CTaH CTaHAapTM3aLii B cdepi aBToMaTm3aLii Ta
iHbopmaTm3auii cBiguMTb Npo Te, wWwo 6a3osi
mogeni woao aBTOMATM3aUil AiANbHOCTI BXe
BiANpauboBaHi i  3HAXo4ATbCA HaA  eTani
ONTMMI3aLLii, @ TAKOX CNOCTEPIraeTbCA NOCUIEHHA
KOHKYPEHTHOI 60p0TbbM Ha LLbOMY PUHKY.

1. Roger McDermott. Russian Military Introduces
New Automated Command-and-Control
Systems. URL: https://jamestown.org/
program/russian-military-introduces-new-
automated-command-and-control-systems/
(maTa 3BepHeHHs: 22.08.2020).

2. KnimywwnH M. C. EneKkTpoHHe ypAayBaHHA B
iHpopmaLinHOMy cycninbcTBi: MOHoOrpagdis.
XapkiB : Bug-so XapPIHALY “Marictp”, 2010.
312c.

3. EnekTpoHHa [AeMOKpaTiaA  Ta  eNeKTPOHHe
ypaaysaHHA: gocsig CLWA ana Ykpainm. URL:
http://www.kbuapa.kharkov.ua (naTa
3BepHeHHs: 10.09.2020).

4. Npobnemun NigBULLEHHA  HaAdilHOCTI B
ABTOMATU30BaHMX cUCTeMmax ynpasniHHA. URL:
http://dspace.khntusg.com.ua/bitstream/123

456789/6663/1/29.pdf (pata 3BepHeHHS:
10.09.2020).
5. OcobamBocrTi cuctem €N1EeKTPOHHOr0

NOKYMEHTOO0biry y [AepXaBHWUX  opraHax
YKpaiHn.  URL:  http://nbuv.gov.ua/UJRN/
ay_2013 4 3 (mata 3BepHeHHs: 22.08.2020).

6. Army  Transforms Information  Systems
Management Paradigm URL:
https://www.afcea.org/content/army-
transforms-information-systems-
management-paradigm  (gara
12.09.2020).

7.AHani3 pocBigy cTBOpeHHA Ta 60lioBoro
3aCcTOCyBaHHSA cuctem onepaTUBHOIO
ynpaBAiHHA. URL: http://znp-
cvsd.nuou.org.ua/article/view/125216/11974
0 (naTa 3BepHeHHsA: 16.03.2021).

8. GLOBAL DEFENCE IT SPENDING MARKET URL:

3BEPHEHHS

https://www.technavio.com/report/global-
defence-it-spending-market-analysis-share-
2018/ (naTa 3BepHeHHs: 22.02.2021).

9. Defense Cyber Security Market — Growth,
Trends, COVID-19 Impact, and Forecasts (2021
- 2026) URL:
https://www.researchandmarkets.com/report
s/4591630/cybersecurity-market-growth-
trends-covid-19/ (nata 3BEPHEHHS:
22.02.2021).

10. Global Military Software Market Research
Report URL:
https://www.alliedmarketresearch.com/milita

ry-software-market-A09234/ (nata
3BepPHeHHsA: 22.02.2021).
11. INTELLIGENT ENTERPRISE FOR THE

AEROSPACE AND DEFENSE INDUSTRY URL:
https://www.sap.com/documents/2016/03/3
2eb69d0-627c-0010-82c7-eda71af511fa.html/
(naTta 3BepHeHHnA: 22.02.2021).

12. IAQG URL:
https://www.iso.org/ru/organization/5198694
.html/ (naTa 3sepHeHHs: 30.02.2021).

13. Vance D. Securing enterprise architecture with
the department of defense architectural
framework (DoDAF); improving cybersecurity
with DoDAF fit-for-purpose views. Published in
the proceedings of 2016 NATO international
conference on cyber conflict, Tallinn, Estonia.
ISBN 978-1-4833-8731-9, pp. 139-148.May.16.

14. Withdrawn MOD Architecture Framework -

GOV.UK: URL:
https://www.gov.uk/guidance/mod-
architecture-framework (gata 3BepHeHHA:

27.04.2021).

227



Ponb n mecro cuctrem aBTtomatusaumm um m-l<|>opmam3au,uu B
Pa3BUTUUN NOTEHLUUNAIA CEKTOPA 6e3onacHocTU U OGOpOHbI

Hukonaii Tkau 14; Cepreii AAceHko 2#; Pycnan Boiiko3?; Amutpuit JpuHbos *A

! Corresponding author: K.T.H., HayanbHUK Kadbeapbl 060POHHOrO MeHeaXMeHTa, e-mail: nyck1985@ukr.net, ORCID: 0000-0002-8832-1268
2 K.B.H., CTapwuit npenogasatenb kKadeapsbl, e-mail: nyck1985@ukr.net, ORCID: 0000-0003-0581-2131
3 K.T.H., C.H.C., BeAyLUMI Hay4HblI COTPYAHMK, e-mail: boyko1975@ukr.net, ORCID: 0000-0001-7240-4299
4 ctapwmit oduuep otaena, e-mail: nyck1985@ukr.net

AHaunoHanbHbIM yHUBEPCUTET 060POHBLI YKpanHbl UMeHn MBaHa YepHAX0BCKOTO, Np-KT BozayxodnoTtckui, 28, r. Kues, 03049, YKkpauHa

AHHOMayus

CTaTbA MHTEpEeCcHa A4NA cneumanuctoB B chepe BOEHHOrO YNpaB/ieHUA, KOTOpble 3aHMMAKTCA
nccnefoBaHnem npobiem pasBUTUA CUCTEM aBTOMATU3aLMN AEATENbHOCTU BOOPYIKEHHbIX CUN
(BC) n aBTOMaTM3MpPOBAHHbLIX CUCTEM YyrnpaBneHusA. Llenbto cTaTbM ABASETCA UcCCienoBaHue
TEeHAEHUMN pasBMTMA aBToMaTu3auMm U MHPopmaTM3aLMM B 0ODOPOHHON cdepe rocyaapcts
MMPA U CYLLECTBYIOLLENO PblHKA MHGOPMALLMOHHbBIX CUCTEM.

B npouecce AOCTUNEHUS LEAN UCCAeA0BAHUA MCMOb30BaHbI Caeaylowme MeTonbl Hay4yHOro
NMO3HaHMA: aHaN3a, CUHTE3a, UHAYKUMU, AeAYKLUMU, CPaBHEHUS, CUCTEMHOIO NOAX0A3.

B cTatbe MOKasaHa aKTyanbHOCTb BOMPOCOB pPa3BUTMA CUCTEM aBTOMATM3AUMM MU
nHbopmaTtusaumm B o6opoHHoM chepe. MNMpueeaeHsl pacceet BC Poccuitckoit Pegepaunn (PO)
BO BHEAPEHUM YKa3aHHbIX NOAXOA0B M OTMEYEHA KPUTMYECKON HeobXoAMMOCTM BHeppeHuA
NHOOPMAUMOHHBIX cucTem B BC YKpawuHbl, KOTOpble [AO/KHbI CAEPXUBATb BOOPYXKEHHYHO
arpeccutio P®. MpoBeaeH aHain3 MUPOBbLIX TEHAEHUMIA Pa3BUTUA PbIHKA MHPOPMALIMOHHbIX
CUCTEM, KOTOpble AO/XHbI YA0BNETBOPATb 0OOPOHHbIE HyXAbl rOCYAapcTB Mupa. B cBsasm ¢
Pa3sBUTMEM TEXHONOTUIM, COBEPLUEHCTBOBAHMIO CTapblX W CO34aHWE HOBbIX 06pasLoB
BOOPY)KEHMA U BOEHHOM TEXHWKU (OeCcnUNoTHble CUCTEMbI, KOCMWUYECKUE TEXHONOIMMU,
ceTeueHTPMYECcKon nNoaxos K NMOCTPOEHUID CUCTEMbI yNpaBieHWA BOMCKAaMM, UCKYCCTBEHHbIM
WHTENNEKT WU T.M.), UCNONb30BAHWE KOTOPbIX HEBO3MOXKHO 6e3 BHeApeHUA COBPEMEHHbIX
MHOOPMALMOHHBIX CUCTEM, OTMEYEHO BAXKHOCTU WMX BHegpeHua B8 BC YKpauHbl C uenbto
HeJOoNYyLWEeHNA OTCTaZIoCTU OT MUPOBbLIX TEHAEHLUWUI B KOHKYPEHTHOM 6opbbe apmuii mupa.
OcobeHHO 3TM BONPOCHI BaXKHbl Ha ¢$OHe BOWMHbI € PP 1 MHTerpaumm YKpaunHbl CO CTpaHaMu-
yneHamu HATO, asnatoTca nepegoBbiMu B MUpPe MO TeXHONOrMYeCKMMU MHHOBaLUUAMMU.

Knroyesble cn108a: aBTOMATU3MPOBAHHbIE CUCTEMBI, MHPOpPMaTM3aLMA, 0BOpPOHa, CTaHAAPT,
TeXHo/I0rus.
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Abstract

The article is of interest to specialists in the field of military management, who study the
development of automation systems of the armed forces and automated control systems. The
aim of the article is to study the trends in the development of automation and informatization
in the defense sector of the world and the existing market of information systems.
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In the process of achieving the goal of the study the following methods of scientific knowledge
were used: analysis, synthesis, induction, deduction, comparison, system approach.

The article shows the relevance of the development of automation and informatization systems
in the defense sector. The experience of the Armed Forces of the Russian Federation in the
implementation of these approaches is presented and the critical need for the introduction of
information systems in the Armed Forces of Ukraine, which should deter armed aggression by
the Russian Federation, is emphasized. Analysis of global market trends information systems
that must meet the defense needs country of the world. In connection with the development of
technology, improvement of old and creation of new models of armaments and military
equipment (unmanned systems, space technology, network-centric approach to building a
command and control system, artificial intelligence, etc.), the use of which is not possible
without modern information systems. the importance of their introduction in the Armed Forces
of Ukraine in order to prevent backwardness from world trends in the competitive struggle of
the world's armies. These issues are especially important against the background of the war with
Russia and Ukraine's integration with NATO member countries, which are at the forefront of

technological innovation in the world.

Keywords: automated systems, informatization, defense, standard, technology.
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